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Abstract

The objective of this research is to simulate the
cyber attack with social engineering using deep
learning to enhance cybersecurity awareness. The
tool used is the RapidMiner Studio program, using
algorithmsto simulate attacks. A total of 4 algorithms
were used, including deep learning, neural networks,
automated MLP, and multilayer perceptrons. These
algorithms were used together with the URL Dataset
(ISCX-URL2016) and evaluated to compare their
performance. This research found that deep learning
algorithms achieved the highest average accuracy
and precision percentages. The average accuracy was
96.92% while the average precision was 96.96%
Additionally, the average recall rate was 96.88% and
the average F-measure was 96.92% on the other
hand, the neural networks algorithm had a mean
absoluteerror (MAE) of 3.1% and a root mean square
error (RMSE) of 17.6%

Keywords: Simulation, Social Engineering,
Deep Learning
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